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2.1. Privacy Issues in Big Mobile Data 




ZKLFK FDQ DFFHVV DQG HYHQ VHQG LQIRUPDWLRQ OLNH XVHU¶V ORFDWLRQ FRQWDFW OLVWV ZLWK SKRQH QXPEHUV DQG HPDLO
DGGUHVVHV DVZHOO DV SKRWRVZLWKRXW WKHLU FRQVHQW %LW 'HIHQGHU DOVR DQDO\]HG $QGURLG DSSOLFDWLRQV RQ









2.2. Privacy Issues in Health Care Data 
3DWLO HW DO KDYH GLVFXVVHG VRPH RI WKH VHFXULW\ DQG SULYDF\ LVVXHV %LJ GDWD DQDO\WLFV DQG JHQRPH UHVHDUFK
KDYLQJUHDOWLPHDFFHVVWRSDWLHQWUHFRUGKHOSVGRFWRUVWRWDNHGHFLVLRQV(OHFWURQLF+HDOWK5HFRUGV(+5KHOSHGD
ORW WR GLJLWL]H WKH KHDOWK FDUH V\VWHP DQG(+5 LQFHQWLYH SURJUDPPRWLYDWHV KRVSLWDOV WR FUHDWH DQ DFFXUDWH DQG





2.3. Privacy Issues in Social Media Data 
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QHHGWREHDSSURYHGEHIRUHLWLVSRVWHGRQ\RXUZDOOEXWLWLVJRLQJWRDSSHDURQ\RXUIULHQG¶VZDOODVVRRQDVKHLV
SRVWVZLWKOLQNWR\RXUSURILOH
)DFHERRN VWDWXV DQDO\VLV RU WZLWWHU¶V WZHHW DQDO\VLV LV WKH H[DPSOH RI XQVWUXFWXUHG ELJ GDWD DQDO\WLFV LQ VRFLDO
PHGLD
2.4. Privacy Issues in Web Usage Data 
6HGD\DRHWDOKDYHPHQWLRQHGDUHDO WLPHVFHQDULRRIZHEXVDJHGDWDPLQLQJ ,QWHOZDQW WRPDNH LWV LQWHUQDO







,Q WKLV VHFWLRQ UHVHDUFK FKDOOHQJHVZLWK H[LVWLQJSULYDF\SUHVHUYLQJ WHFKQLTXHV IRU XQVWUXFWXUHG ELJ GDWD KDYH
EHHQGLVFXVVHG





















3.2. Unstructured Data De-identification Techniques 
*DUGQHUHWDOKDYHVKRZQ LQRQHRI WKHLUSDSHU WKDWZLWK WKHKHOSRIFRQGLWLRQDO UDQGRPILHOG &5) LW LV
SRVVLEOH WR LGHQWLI\ VHQVLWLYH DWWULEXWHV IURP WKH JLYHQ XQVWUXFWXUHG GDWD 7KHUH DUH PDLQO\ WKUHH SKDVH RI GH
LGHQWLI\LQJXQVWUXFWXUHGGDWD
x ,GHQWLI\LQJ DQG VHQVLWLYH LQIRUPDWLRQ H[WUDFWLRQ H[WUDFWLQJ LGHQWLI\LQJ DQG VHQVLWLYH LQIRUPDWLRQ IURP
XQVWUXFWXUHGGDWDZLWKWKHKHOSRIFODVVLILFDWLRQPHWKRGVOLNH%D\HVLDQFODVVLILHUFRQGLWLRQDOUDQGRPILHOG
HWF
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,Q WKLV SDSHU GLVFXVVLRQ VWDUWHG IURP EDVLFV RI ELJ GDWD DQG ELJ GDWD SULYDF\ 3ULYDF\ LVVXHV ZLWK ELJ GDWD
DQDO\WLFVLQGLIIHUHQWDUHDVOLNHPRELOHGDWDKHDOWKFDUHVRFLDOPHGLDDQGZHEXVDJHGDWDPLQLQJKDYHEHHQEULHIO\
H[SODLQHG 5HVHDUFK FKDOOHQJHV ZLWK H[LVWLQJ SULYDF\ SUHVHUYLQJ WHFKQLTXHV IRU XQVWUXFWXUHG ELJ GDWD KDYH EHHQ
GLVFXVVHG)URPDERYHGLVFXVVLRQZHKDYHIRXQGWKDWH[LVWLQJSULYDF\SUHVHUYLQJWHFKQLTXHVDUHDEOHWRDGGUHVVDQ\
RQHµ9¶RI9VRIELJGDWDEXWWKH\IDLOIRUPRUHWKDQRQHµ9¶7KHUHIRUHDQRYHODSSURDFKLVUHTXLUHGZKLFKFDQ
DGGUHVV YROXPH DVZHOO DV YDULHW\ RI GDWD ,Q IXWXUHZH DUH JRLQJ WR SURSRVH VXFK D QRYHO DSSURDFKZKLFK FDQ
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